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A
pril 21 2017, was a milestone in the
settlement of IP infringement cases
relating to .vn domain names in

Vietnam. This was the day the domain
name bmw.com.vn was withdrawn by
the national domain name management
agency, the Vietnam Internet Network
Information Center (VNNIC), taking
control of the domain away from the reg-
istrant by ‘flicking a switch’ at the registry.
It marked the first time under recently
passed legislation that VNNIC had with-
drawn a domain name at the request of
the IP infringement settlement agency,
the Inspectorate of the Ministry of Sci-
ence and Technology (MOST).

In this case, the BMW Group, owner of
the world-famous BMW trade mark and
many ‘bmw’ domain names, alleged that
bmw.com.vn had been registered, appro-
priated and used in bad faith by a cyber-
squatter. The domain name had been
registered by the infringing party for 12
years and BMW’s earlier attempts to re-
gain the domain name had been unsuc-
cessful.

VNNIC had withdrawn domain names
in IP infringement cases several times in
the past; however, controversies arising
among the management agencies about
the methods and mechanism for do-
main-name withdrawal had resulted in
the suspension of withdrawals for two
years. In response to this issue, the man-
agement agencies mutually discussed
and successfully prepared guiding legis-
lation – specifically, Joint Circular No
14/2016/TTLT-BTTTT-BKHCN of
the Ministry of Information and Com-
munications and MOST dated June 16
2016, guiding the order and procedures
for changing and withdrawing IP-infring-
ing domain names ( Joint Circular 14).
The bmw.com.vn case was the first in
which Joint Circular 14 was applied,
paving the way for its application in sim-
ilar cases in the future.

This case, which was handled by Tilleke
& Gibbins, is not only significant because
the domain name was successfully with-
drawn, but also because the management
agencies had to deal with a range of legal
technicalities to prevent the case from
being suspended due to some unclear as-
pects of the law. For example, Joint Cir-
cular 14 provides that the domain name
management agency will withdraw .vn
domain names only after decisions on
administrative sanctions (typically mon-
etary fines) are issued. However, in the
bmw.com.vn case, the applicable time pe-
riod for issuance of a decision on admin-
istrative sanctions had already expired,
and the competent authority – the
MOST Inspectorate – had not issued a
decision on sanctions. Instead, it issued
only a decision on the application of re-
medial measures to force the infringing
party to return the domain name.

The problem is that, normally, the com-
pulsory return of domain names is part
of a decision on administrative sanctions
to resolve a case, but comes under a sep-
arate independent decision of MOST,
not a decision within the context of IP in-
fringement sanctions in the literal sense
of the word. The question in the BMW
case was whether such a decision would
also be subject to Joint Circular 14 and,
therefore, whether VNNIC was com-
pelled to comply with the forced with-
drawal. Fortunately, the competent
agencies interpreted and applied the law
in a reasonable and flexible manner, by
considering a decision on the application
of remedial measures to be, by nature, a
decision on sanctions for the purpose of
sanctioning the infringing party, and
therefore the domain name bmw.com.vn
was withdrawn smoothly.

Another hurdle to be overcome in this
case was that the MOST Inspectorate’s
decision on remedial measures provided
a period of 30 days from its issuing date
for the infringing party to return the do-
main name to VNNIC. The MOST In-
spectorate could not send a request to
VNNIC for compulsory withdrawal
until that time period had passed and the
domain name had not been returned.
The infringing party, however, in an offi-
cial letter providing its opinions, claimed
that it did not know about or receive the
decision on remedial measures and,
therefore, it objected to the compulsory
return. However, after inspecting, verify-

ing and certifying that the decision had
been sent to the correct registered ad-
dress of the infringing party, the infring-
ing party could not deny that it actually
received and was aware of the decision.

This case is a practical example of how
administrative measures can be applied
in Vietnam in handling IP infringements
in the registration and use of .vn domain
names. Hopefully, this will create a prece-
dent for similar cases in the future. Many
cases are also handled with civil actions
which are more easily enforced, but may
be more costly to the rights holder.

MANAG I NG I P. COM S E P T EMB E R  2 0 1 7


